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Supplement to industry recommendation 

Conditional grid connections 

 

 

Introduction 

In addition to the recommendation published in Q4 of 2023, the DSOs saw a need to align 

on the details of OpenADR usage within the scope of conditional connection agreements 

communication. This includes aspect such as versioning, naming, formatting, formalized 

testing etc. In Q1 of 2024, an ad-hoc working group with DSO and CPO (Charge Point 

Operator, a class of grid customer often suited for conditional connection agreements) 

representation was formed to discuss and find common ground around these topics. This 

document collects findings from this work and may be used both to speed up the 

implementation of OpenADR, as well as to achieve a higher level of standardization 

among actors in the energy industry. It is mostly geared towards the DSO actors’ possible 

needs of OpenADR VTN functionality in their day-to-day operation. 

Similar to the recommendation, this addendum document does not go into too much 

detail since implementation of OpenADR requires following the official specification, 

which will likely change over time with version updates. 
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OpenADR comparison 

As suggested in the recommendation, users of OpenADR should focus on the newest 

version of the specification. At the time of writing, that’s the 3.0.1 version found on the 

OpenADR alliance web site. 

 

To illustrate the main differences between major versions, below is a table listing some 

key properties: 

 

One overall characteristic of 2.0b is that it’s stricter than 3.0, which has both drawbacks 

and benefits. For instance, 2.0b relies on centrally authorized client certificates that can 

be cumbersome to configure and maintain, while 3.0 can be adapted to whatever 

security level is suitable for the application. On the other hand, the more predictable user 

flows can make initial registrations to 2.0b more streamlined than might be the case for a 

3.0 implementation. 

 

Due to the looser specification of 3.0, it’s even more essential to find a common ground 

between DSOs especially when implementing the communication flows for conditional 

agreements. Another thing to consider carefully is the separation of business logic (e.g. 

access rights, authorization, event triggers, delivery validation etc.) from the core 

VTN/VEN, so that the application adheres to the OpenADR specification with minimal 

customization. Most of the infrastructure needed will be on the DSO side with whatever 

business logic is suitable for operational purposes, paired with a VTN that’s as close as 

possible to a generalized solution in Sweden. 

 

 

 

 

 

https://www.openadr.org/openadr-3-0
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Information flows 
OpenADR 3 provides several possibilities to facilitate the communication between the 
DSO actor (providing the VTN server) and the CPO (the connecting customer using a VEN 
client). On a high level, the official OpenADR 3 specification suggests the following setup: 

 

• Business Logic (BL): a software client of a VTN that performs operations on behalf 
of an energy or energy service provider (i.e. the DSO). 

• BL-web: a site or service for connecting customers, e.g. enrollment into an 
OpenADR3 program. 

• VTN: OpenADR 3 resource server. 

• VEN Client: a software client of a VTN that performs operations as requested by 
Business Logic via a VTN. 

• Customer (not illustrated): a person that performs setup tasks prior to a VEN 
conducting interactions with a VTN. 

• Customer Logic (CL): a software entity that embodies the functional logic within a 
VEN. A VEN is the software that communicates via the OpenADR 3 protocol, and 
the CL is the software, embodied within the VEN or separated via a VEN specific 
interface, that in turn interfaces with a set of energy resources. 
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• Resource (not illustrated): A device or system that performs operations as 
informed by program and events obtained by a VEN and provides data for VEN 
reports. 

Within the scope of the industry recommendation, all actors wanting to implement 
OpenADR3 should adhere to this structure. Note that the VEN client can get information 
about events, reports etc. in multiple ways, e.g. by polling or webhooks. Implementing 
webhooks support in a VTN is recommended due to reduced overhead but requires 
additional effort to attain sufficient levels of security and robustness. 
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Proposed program parameters 
OpenADR 3 introduces the program concept, as a way for VTNs to easily communicate 
their metadata to VENs. A VTN can have multiple programs, but generally one should 
suffice if the use case is common (e.g. conditional connections). The official specification 
contains an example of the information handled by programs: 

Most of the listed parameters are not mandatory and can be ignored, since they wouldn’t 
impact standardization efforts. A minimal version of a program could look like this: 

{ 

        "id": "1", 
        "createdDateTime": "2025-01-01T00:00:00.000Z", 
        "modificationDateTime": "2025-01-01T00:00:00.000Z ", 
        "objectType": "PROGRAM", 
        "programName": "Conditional agreements", 
        "timeZoneOffset": "PT0S", 
        "programDescriptions": [], 
        "bindingEvents": false, 
        "localPrice": false, 
        "payloadDescriptors": [], 
        "targets": [] 

    } 

 

The "payloadDescriptors" parameter can be used to specify default event properties, but 
it’s also possible to assign them for each event. 
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Proposed control event parameters 
The most important entity for OpenADR communication is the event, which contains the 
actual information and payload for when and how to control a resource. There should be 
minimal variation between VTN events created for conditional agreements, and they 
should be as clearly structured as possible to simplify the communication. Like programs, 
the OpenADR specification provides an example of event information: 

Most of these parameters are already predefined by the program or the VTN (e.g. ID and 
created/modified timestamps). Targets should contain at least one identifier for the 
object of the event (i.e. a site, resource or asset depending on terminology). This may 
require business logic to manage multiple targets with different triggers, properties, rules 
etc. based on the customer agreements. 

The generalized use case for automating conditional agreements could be described as 
follows: 

1. A grid problem is detected by the DSO system 

2. An event is created by the BL and VTN to limit one or more resources for a 
specified duration 

3. The VEN sends a report to the VTN to acknowledge the limit 

4. Additional events are created while the grid problem persists 

In practical implementations of OpenADR3 for conditional connection agreements, two 
variants of event handling have been identified thus far. The first one (used by E.ON) has 
the following properties: 

• Start time is always the next hourly aligned 15-minute period (e.g. 13:00, 13:15, 
13:30 etc.) and duration is always “PT15M” (Period Time 15 Minutes, according 
to the ISO 8601 standard) 

• Payload type is either “CONSUMPTION_POWER_LIMIT” or 
“PRODUCTION_POWER_LIMIT”, depending on what should be limited 

• Unit of the limit is always “KW”, with the payload value indicating maximum 
allowed power during the event period 

• While the grid issue persists, additional limit events may be sent if VEN resources 
need to be limited 
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• A report with payload type “POWER_LIMIT_ACKNOWLEDGEMENT” is requested 
for each event, to be sent immediately by the VEN 

The second variant (used by Ellevio) has the following properties: 

• Start time is real-time and immediate, represented as “0000-00-
00T00:00:00.000Z”, and duration is typically “PT20M” (Period Time 20 Minutes, 
according to the ISO 8601 standard) 

• Payload type is SIMPLE, with the payload value indicating either “Curtail” or 
“Restore” 

• The curtailment limit is known by the VEN and is not included in the event 
payload 

• 15 minutes after an event with the “Curtail” value is sent, a “Restore” event is 
sent  

• If the grid issue is not resolved, an additional “Curtail” event is sent after 15 
minutes 

• A report with payload type “SIMPLE” is requested for each event, to be sent 
immediately by the VEN with a value of either “Executed” or “Not executed” 

One important difference between the variants is that the first one requires the VEN 
resources to report their real-time power meter readings, while the second one does not. 
Depending on the DSO needs for delivery validation and dynamic limiting (i.e. the 
quantity of the grid breach can be distributed to multiple resources based on potential 
contributions), both variants could support the generalized use case. 

 

Monitoring event and reporting 
To decrease the risk of a communication issue leading to e.g. non-compliance of CPOs, 
additional steps for monitoring connection status may be introduced. For instance, the 
VTN could send regular “heartbeat” events to VENs, which would in turn respond with 
reports to indicate that their resources are online. Suggestions on payload structure can 
be found in the appendix section below. 

 

Further standardization 
Since the DSO requirements from e.g. commercial or operational perspective could vary, 
it’s challenging to find common ground beyond the above proposals. Regardless, more 
topics of standardization could be explored going forward: 

• Additional use cases – events could be added or adapted to support other 
demand response scenarios, such as increasing production power by sending a 
threshold value. 

• Reports for real-time CPO data – depending on how the DSO intends to validate 
the delivery compliance of the customer, meter data (e.g. measured active 
power) from the target object may need to be sent as reports to the VTN.   

• Open source (e.g. client/server SDK, webhooks) – making tools, documentation 
and software publicly available should accelerate the adoption of OpenADR by 
lowering the threshold of entry for both DSOs and customers. 
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Additional resources 
More information about the E.ON platform solution can be found here. 

For more information about the Ellevio solution, please contact: 

Emil Mossberg, Solution Architect, emil.mossberg@ellevio.se 

Anders Ekberg, Vice President Operation & Maintenance, anders.ekberg@ellevio.se 

 

  

https://developer.switchmarket.se/openadr-3/overview
mailto:emil.mossberg@ellevio.se
mailto:anders.ekberg@ellevio.se
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Appendix: heartbeat payload examples 
The suggested structure can be used with any reporting frequency that the DSO requires. 
The VEN is expected to send a report back for each event within a time period defined by 
the DSO. To simplify data extraction for the VEN, it’s recommended to use a separate 
program for the heartbeat events. This also enables regular pruning of historic heartbeat 
events based on the data retention needs of the VTN. 

Examples are given below of events both for targeting specific resources with IDs, as well 
as all resources on a VEN level using the generic “VEN_REPORT” value, with 
corresponding report samples. Payloads are kept minimal and follows recommendations 
of the OpenADR specification. 

 

Heartbeat event sample targeting a specified resource: 
{ 
  "id": "1122334455", 
  "createdDateTime": "2025-03-13T13:43:00Z", 
  "modificationDateTime": "2025-03-13T13:43:00Z", 
  "objectType": "EVENT", 
  "programID": "0", 
  "eventName": "Heartbeat event 1122334455 modified 2025-03-13T13:43:00Z", 
  "targets": [ 
    { 
      "type": "RESOURCE_NAME", 
      "values": ["2000"] 
    } 
  ], 
  "intervalPeriod": { 
    "start": "0000-00-00", 
    "duration": "PT0S" 
  }, 
  "reportDescriptors": [ 
    { 
      "payloadType": "HEARTBEAT" 
    } 
  ], 
  "intervals": [{ 
    "id": 0, 
    "payloads": [{ 
      "type": "REQUIRED_BUT_NOT_USED", 
      "values": [0] 
    }] 
  }] 
} 
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Heartbeat event sample targeting a VEN or resource aggregation: 
{ 
  "id": "1122334455", 
  "createdDateTime": "2025-03-13T13:43:00Z", 
  "modificationDateTime": "2025-03-13T13:43:00Z", 
  "objectType": "EVENT", 
  "programID": "0", 
  "eventName": "Heartbeat event 1122334455 modified 2025-03-13T13:43:00Z", 
  "intervalPeriod": { 
    "start": "0000-00-00", 
    "duration": "PT0S" 
  }, 
  "targets": [ 
    { 
      "type": "RESOURCE_NAME", 
      "values": ["VEN_REPORT"] 
    } 
  ], 
  "reportDescriptors": [ 
    { 
      "payloadType": "HEARTBEAT" 
    } 
  ], 
  "intervals": [{ 
    "id": 0, 
    "payloads": [{ 
      "type": "REQUIRED_BUT_NOT_USED", 
      "values": [0] 
    }] 
  }] 
} 
 
  



  

ENERGIFÖRETAGEN SVERIGE  11 (12)  

 

  

 

 

Heartbeat report sample from a specified resource: 
{ 
  "id": "3000", 
  "createdDateTime": "2025-03-13T13:44:00Z", 
  "modificationDateTime": "2025-03-13T13:44:00Z", 
  "objectType": "REPORT", 
  "programID": "0", 
  "eventID": "1122334455", 
  "clientName": "1234567", 
  "reportName": "Heartbeat event 1122334455 executed 2025-03-13T13:44:00Z", 
  "payloadDescriptors": [ 
    { 
      "payloadType": "HEARTBEAT" 
    } 
  ], 
  "resources": [ 
    { 
      "resourceName": "2000", 
      "intervalPeriod": { 
        "start": "2025-03-13T13:44:00Z", 
        "duration": "PT0S" 
      }, 
      "intervals": [ 
        { 
          "id": 0, 
          "payloads": [ 
            { 
              "type": "HEARTBEAT", 
              "values": ["OK"] // or NOT_OK 
            } 
          ] 
        } 
      ] 
    } 
  ] 
} 
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Heartbeat report sample from a VEN or resource aggregation: 
{ 
  "id": "3000", 
  "createdDateTime": "2025-03-13T13:44:00Z", 
  "modificationDateTime": "2025-03-13T13:44:00Z", 
  "objectType": "REPORT", 
  "programID": "0", 
  "eventID": "1122334455", 
  "clientName": "1234567", 
  "reportName": "Heartbeat event 1122334455 executed 2025-03-13T13:44:00Z", 
  "payloadDescriptors": [ 
    { 
      "payloadType": "HEARTBEAT" 
    } 
  ], 
  "resources": [ 
    { 
      "resourceName": "VEN_REPORT", 
      "intervalPeriod": { 
        "start": "2025-03-13T13:44:00Z", 
        "duration": "PT0S" 
      }, 
      "intervals": [ 
        { 
          "id": 0, 
          "payloads": [ 
            { 
              "type": "HEARTBEAT", 
              "values": ["OK"] // or NOT_OK 
            } 
          ] 
        } 
      ] 
    } 
  ] 
} 
 


